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Abstract
The traditional signature-based and rule-based intrusion detection systems (IDS) are unable to keep up with the rate, volume and newness of modern network attacks. In this paper, an implementation-oriented study of deep learning (DL) techniques for cyber network defense is presented, focusing on network intrusion detection systems (NIDS), traffic classification and anomaly detection. We propose an end-to-end pipeline, starting from data acquisition, preprocessing, feature engineering, model selection, training, and testing with benchmark datasets (NSL-KDD and CICIDS2017). We adopt and evaluate four architectures: a deep neural network (DNN) with all connections, a CNN with reshaped flow features, a long short-term memory (LSTM) network to model the traffic sequence, and an autoencoder (AE) to detect anomalies in an unsupervised manner. The results show that hybrid CNN-LSTM networks perform best when it comes to the detection accuracy and the false-positive rate in multi-class attack classification, whereas autoencoder-based networks have practical benefits in zero-day and unlabeled anomaly detection. Finally, we discuss some deployment challenges such as adversarial robustness, concept drift, class imbalance and real-time inference constraints and suggest future directions of research.
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1. Introduction
1.1 Background
Cyber networks produce vast amounts of traffic data, particularly as cloud-based systems, IoT devices, and remote-work setups proliferate, the attack surface of today's organisations is increasing. Traditional intrusion detection methods can be divided into two major categories:
 Signature-based detection — compares traffic to a list of known attack signatures. Protective against known threats but oblivious to new or disguised attacks.
Anomaly-based detection — detects anomalies that deviate from a learned normal behavior. It is more adaptive, but has a high false-positive rate in cases where it is based on simple statistics.
There is a third approach: deep learning models that can learn their own hierarchical feature representation directly from unprocessed or only slightly processed traffic data, as a result of which they do not need to rely on hand-crafted features and have better generalization capabilities for unseen attack variants.
1.2 Motivation
There are three reasons for this work:
1.Costly features engineering — classical machine learning IDS pipelines (SVM, Random Forest, Naive Bayes) rely heavily on features being manually engineered, which is costly to design and soon becomes obsolete as the attacker's tactic evolves.
2.Sequential and temporal structure — network traffic is sequential by nature (packet order, session flow, timing), which recurrent architectures are well suited to take advantage of, but which traditional ML models largely ignore.
3.With GPU-acceleration, Scale — DL models can handle the high dimensional and high volume data that is common in enterprise network telemetry, more effectively, after being trained, compared to shallow models.
1.3 Contributions
This paper contributes:
A repeatable pipeline for DL-based NIDS including preprocessing, architecture design, training and evaluation.
Empirical study of DNN, CNN, LSTM and Autoencoder architectures on common benchmark datasets and comparing their performance.
A discussion of practical deployment considerations for production cyber-defense environments.
2. Related Work

The research in neural networks based intrusion detection system started with the early applications of shallow multilayer perceptrons (MLPs) in the 1990s, where the network classifiers were used to classify normal and malicious network activity. It was shown that in these early attempts it was possible to learn these nonlinear decision boundaries from features of network traffic, making neural networks a viable alternative to the traditional rule-based intruder detection system [1].

Since 2015, supervised deep-learning methods have gained more importance, due to the availability of larger benchmark datasets and improvements in computational power. Multi-class intrusion detection has been extensively studied for different types of attacks including denial of service (DoS), probing, user-to-root (U2R) and remote-to-local (R2L), as well as normal traffic, with the use of deep neural networks (DNNs), convolutional neural networks (CNNs) and hybrid classification models [2].

A recurrent neural network (RNN), long short-term memory (LSTM) networks and gated recurrent units (GRUs) were later added to sequence-based methods to take advantage of temporal dependence in network traffic. As opposed to the typical classifiers which are applied to individual flow features, these classifiers can learn temporal relationships in flows within network sessions and communication flows, which enhances the representation of temporally varying attack behaviors [3].

Unsupervised and semi-supervised learning methods have also been of great interest since it is difficult to precisely label attack traffic. Autoencoders and variational autoencoders (VAEs) are the methods that learn compact representations of network behavior, and identify anomalous traffic by reconstruction errors or deviations from learned normal patterns. GANs have also been used to tackle data scarcity and representation learning, making these techniques of particular interest for zero-day and unseen attacks [4].

More recently, graph-based intrusion detection has adopted a graph-based approach to modelling networks, with hosts, devices or entities being nodes and their communications being edges. These relational dependencies can be leveraged by graph neural networks (GNNs) and they can offer information not necessarily available when each network flow is considered a feature vector. These methods are particularly promising for the detection of complex attack patterns and interactions between several network entities [5].

Considering these developments, in the present work, the supervised classification and autoencoder-based anomaly-detection paradigms are mainly built upon. These methods are not mutually exclusive, but are integrated as complementary elements in a common pipeline of intrusion detection, along with discriminative classification of known attacks and anomaly detection of potentially new attack patterns [6].
3. Problem Formulation
We formulate network intrusion detection as two related tasks:
Task A — Multi-class classification. Classify a traffic record x (a feature vector generated with a network flow or connection) to one of the labels y ∈ {Normal, DoS, Probe, R2L, U2R, ...,}.
Unsupervised anomaly detection (Task B). Learn a model for “normal” traffic, such that traffic that differs markedly from the model, measured by reconstruction error or likelihood, can be identified as anomalous, without having to be labeled as such during training, and assuming that the traffic is normally distributed for most of the time.
Both tasks share the same feature space, as described in Section 4.

4. Datasets and Preprocessing
4.1 Datasets
NSL-KDD — An improved version of the classic KDD Cup 1999 dataset that contains no duplicate packets, and a more uniform difficulty distribution. There are 41 features in each connection record (basic, content, traffic and host-based) and labels at each of the connection records across Normal, 4 attack categories (DoS, Probe, R2L and U2R).
CICIDS2017: A more modern dataset that was collected by the Canadian Institute for Cybersecurity with realistic benign and attack traffic consisting of 80+ flow-based features extracted by CICFlowMeter (Brute Force, Heartbleed, Botnet, DoS, DDoS, Web Attack, Infiltration)
Both the older and newer dataset can be used to assess the model's generalization for varying traffic distributions as well as attack taxonomies.
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4.2 Preprocessing Pipeline
The first stage of the preprocessing pipeline is cleaning: duplicate records are eliminated, records with missing or malformed fields are discarded, and non-informative identifier fields, like flow IDs and raw IP addresses, are dropped to ensure that the model is trained on the behavior instead of artifacts from the data. The categorical fields (protocol type, service, and flag) are then encoded in a one-hot manner, while the continuous features are scaled in the range [0, 1] — a process that is crucial during the convergence of the neural network, due to the significant differences in scale that traffic features (such as bytes) can assume. Fine-grained attack labels are consolidated into standard categories (Normal, DoS, Probe, R2L, and U2R for NSL-KDD; Normal plus attack-family for CICIDS2017) to keep the number of classes tractable, and class imbalance — particularly for the severely underrepresented U2R and R2L classes, often under 1% of records — is addressed through a combination of class weighting during training and SMOTE oversampling. The data is divided into three sets: a training set, a validation set, and a test set, with a ratio of 70/15/15, which ensures that the class ratio is maintained across the partitions. In the LSTM architecture, the flow records are segmented into sequences of fixed window size (e.g., 20 consecutive flows) for each source-IP or for each session, and padded or truncated to fit the window size. In the CNN architecture, the flattened feature vector is instead reorganized into a pseudo-image grid in 2D, as done in previous NIDS-CNN publications, and then fed into the spatial convolutions to operate over the interactions of features.
5. Model Architectures
The baseline deep neural network (DNN) is a fully- connected feedforward network. It has one input layer with 122 features (after one-hot encoding) for NSL-KDD and 78 features for CICIDS2017 (after one-hot encoding), three hidden layers of 256, 128, and 64 units using ReLU activation functions, batch normalization, and dropout (0.3) between hidden layers to prevent overfitting. The final prediction is obtained by the softmax output layer of the same size as the number of classes, trained with the Adam optimizer with a learning rate of 1e-3, with a decay on plateau, and with a categorical cross-entropy loss function which is class-weighted.
The feature vector is reshaped into an 11 x 11 (or data set dependent) pseudo-image, and then fed into the CNN with two convolutional blocks, the first with 32 filters and a 3 x 3 kernel, the second with 64 filters and a 3 x 3 kernel, each of which is followed by batch normalization, ReLU, and max pooling. The output is then flattened into a dense 128 unit layer with 0.4 drop-out rate followed by the softmax output layer. The idea is that a flat DNN does not directly use the local correlations among neighbouring engineered features which can be captured by the convolution.
The LSTM architecture on the other hand processes sequences of the form (window_length=20, feature_dim) through two consecutive LSTM layers—128 and 64 units—whereas the first one returns complete sequences. A 32-unit ReLU dense layer inputs the final output in softmax. This architecture is driven by the ability to model temporal dependencies over the history of a session's flow, which is especially important for detecting slow, low and slow attacks like reconnaissance or botnet command and control beaconing that only manifest themselves across multiple sessions, or over time.
In unsupervised anomaly detection, an autoencoder is employed, where the dimensionality of the input space is reduced through 64, 32 and 16 units, and the decoder is a symmetric component that is expanded back to the input size. The model is only trained on normal traffic, making it perform with minimal mean squared reconstruction error, and at inference time, any reconstruction errors over a threshold defined by the 95th-99th percentile of reconstruction errors of the validation set normal traffic are considered anomalous. This doesn't need to be labeled as an attack, and so it is suitable to detecting new types of attacks.
Finally, a hybrid CNN-LSTM architecture is proposed, in which CNN-based feature extraction is performed at every time step in a sequence window and the sequence of CNN features is then passed through an LSTM layer and finally a dense classification head, which are all end-to-end trainable, allowing to combine the spatial feature extraction with the temporal modeling in a single model.
6. Implementation Details
Implemented using TensorFlow/Keras, but can be easily ported to PyTorch. Training is performed on one GPU (such as NVIDIA T4 or A100), and all four architectures are lightweight enough to train on relatively small hardware in less than an hour per dataset. The training regime includes early stopping on validation loss with a patience of 10 epochs, a batch size of 256, and a total of 100 epochs. Numerous hyperparameters and preprocessing steps are version-controlled with the code, as is the train/test splitter with fixed random seeds in NumPy and TensorFlow. The metrics are calculated on the validation set, per epoch, during training, and then at the end of training on the held-out test set.
7. Evaluation Methodology
As the datasets are intrinsically imbalanced with respect to intrusion and normal events, merely using accuracy as an evaluation metric is a bad choice — a system that always predicts "Normal" might pass with over 90% accuracy on some splits and miss all real intrusions. Evaluation is then reported for both individual classes and macro-averaged, as well as per class false positive rate (FPR), which plays a significant role in operational deployment as a high FPR leads to alert fatigue for security analysts. In addition, PR-AUC and ROC-AUC are reported, which are given increased weight for the minority attack classes. To check how often the attack types in the attack category are misclassified as each other, a confusion matrix is used, and the inference latency is measured as the average time per record required to make a prediction, which is important for assessing the feasibility of deployment in real time.
8. Results 
The performance of various deep-learning architectures are evaluated with NSL-KDD and CICIDS2017 datasets and compared in Table 1. The results indicate that the CNN-LSTM hybrid model has the best overall supervised performance with a Macro F1 score of 0.85 on NSL-KDD and 0.88 on CICIDS2017. It means that the CNN based feature extraction + LSTM based temporal modeling can give a better balance between spatial/feature representation and sequential traffic analysis.

The DNN baseline can obtain a Macro F1 Score about 0.78, which is good at detecting common attacks like DoS and Probe, but not so good at detecting rare attacks like U2R and R2L. The CNN achieves an improvement in Macro F1 score of about 0.81 and better minority-class recall, whereas the LSTM delivers about 0.80, which suggests that it is better at detecting multi-step reconnaissance patterns, due to its temporal dependencies.

The CNN-LSTM hybrid is further improved to ~0.85 on NSL-KDD and has ~0.88 on CICIDS2017. It has a lower false-positive rate and higher Macro F1-score, which means that it discriminates between normal traffic and malicious traffic better overall. This enhancement in the CICIDS2017 is explained by the fact that it features more comprehensive and varied flow-level characteristics.

For the autoencoder, the evaluation of the model is different since it is an unsupervised anomaly-detection model which does not directly yield a traditional Macro F1-score. Instead, its precision and recall is determined by a reconstruction-error threshold chosen. It is useful when new or unexpected attacks are to be identified, especially if there is not a sufficient amount of labeled attack samples.

In general, the results show that there is no single architecture that is best suited for all types of intrusions. Supervised models achieve good results on attack classes, whereas autoencoder has complementary anomaly-detection ability. Overall, U2R and R2L are the most challenging classes to detect in each of the datasets with a very high class imbalance and high similarity to legitimate network traffic.
Table 1. Performance results
	Model
	Dataset
	Macro F1
	FPR
	Notes

	DNN (baseline)
	NSL-KDD
	~0.78
	Moderate
	Strong on DoS/Probe, weak on U2R/R2L

	CNN
	NSL-KDD
	~0.81
	Lower than DNN
	Better minority-class recall

	LSTM
	NSL-KDD
	~0.80
	Comparable to CNN
	Best on multi-step reconnaissance patterns

	CNN-LSTM hybrid
	NSL-KDD
	~0.85
	Lowest of supervised models
	Best overall balance

	CNN-LSTM hybrid
	CICIDS2017
	~0.88
	Low
	Benefits from richer flow features

	Autoencoder
	Both (unsupervised)
	N/A (uses precision/recall at threshold)
	Tunable via threshold
	Best suited to catching novel/unseen attack types not present in training labels


In both datasets, the U2R and R2L classes are the most difficult to reliably detect for each architecture and are not simply a characteristic of a particular model that needlessly confuses the NIDS literature, but rather a long-standing and persistent problem in the NIDS literature.

9. Discussion
9.1 Why Hybrid Architectures Win
The CNN-LSTM hybrid also improves upon single architecture baselines, as the network attacks occur at two different scales at the same time: local feature correlations within a single flow (on which CNNs excel) and temporal patterns across a session (on which LSTMs excel). Both of these are missing aspects of an attacker's behaviour — a port scan is performed by many such uninteresting connections in sequence.
In this chapter, we will explore why unsupervised methods are important.9.2 The Case for Unsupervised Methods
Supervised models are known to be restricted in the types of attacks it can detect, as only the attacks belonged to the training labels are targeted. The problem is that real-world attackers are always trying to devise new attack methods and the purely supervised NIDS suffer from concept drift over time and are unaware of zero-day attacks by design. The complementary layer is anomaly detection with autoencoders: it doesn't require a description of an attack, just one of normal traffic, so it is more robust to new attacks, but with a typically higher false-positive rate on traffic that isn't malicious, but is nonetheless unusual (e.g., a spurt of software updates).
For a practical production system, this means that the supervised classifiers should be used for attack classes in which they have been trained, and the unsupervised anomaly detector should serve as a safety net for those classes that are not covered by the supervised classifiers.

10. Deployment Challenges
1.Real time inference constraints – enterprise networks could support tens of thousands of flows per second; inference latency and throughput need to be tested under real-time production load as well as under the offline batch evaluation.
2.Normal and/or attacker behavior changes over time; need periodic retraining pipelines and drift detection monitoring, not one-time training.
3.Class imbalance (Persistent challenge): Techniques other than SMOTE (e.g., Focal loss, cost-sensitive learning) should be explored for minority attack classes.
4.Adversarial robustness — Traffic-mutation attacks and attacks via gradient-based evasion are examples of adversarial attacks that are possible on the NIDS, which should be part of a pre-deployment test of the NIDS's robustness.
5.Explainability — security analysts require explanations, not just a probability, as to why a flow was flagged, techniques like SHAP or attention-weight visualization for the LSTM part can help fill this gap.
6.Dataset realism — Even though widely-used benchmark datasets such as NSL-KDD are popular, they are not sufficiently representative of contemporary traffic patterns (encrypted traffic, cloud-native architectures, IoT protocols) and results should therefore be checked against live or more recent captures for real traffic prior to production deployment.

11. Future Work
Adding support for encrypted traffic classification based on the metadata of the traffic (timing, packet size sequences) because payload inspection is increasingly becoming impractical under TLS 1.3.
Embedding relational structure of hosts over the network, as opposed to individual flows, through graph neural networks.
Investigating federated learning strategies to enable training across different organizations' traffic without centralization of sensitive data.
(Incremental) Investigating on-line online learning to tackle concept drift without complete retraining cycles.
Adversarial robustness formal benchmarking against known evasion attack families.

12. Conclusion
This paper offered a study on the implementation of deep learning in cyber network defense that took into account the complete pipeline of learning from raw traffic data to trained and evaluated models for four families of architectures. From an empirical point of view, hybrid CNN-LSTM networks are the most effective at achieving supervised detection performance as they combine both spatial feature correlations and temporal session dynamics, whereas autoencoder-based unsupervised detection can provide a necessary complementary coverage against novel and zero-day threats that supervised models, by definition, cannot ever predict. While these are all promising research avenues and not solved problems, they limit real-world deployment: latency, concept drift, class imbalance, and adversarial robustness.
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