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Abstract

[bookmark: _GoBack]With the proliferation of Internet of Things (IoT) applications, there is greater need for low latency, low communication overhead, and low energy consumption intelligent monitoring systems. Traditional cloud-based IoT solutions continuously stream sensor data to the cloud, which leads to higher network traffic, communication energy usage, and processing lag times. This paper introduces an energy-efficient edge-IoT monitoring system that incorporates adaptive sensor sampling, embedded preprocessing, light machine-learning-based anomaly detection and selective data transmission. The proposed system is able to locally process sensor data at the edge and only report abnormal observations and the periodic summary to the cloud. A light weight random forest classifier is used to detect normal/abnormal operating conditions. The results of the representative experiments show an accuracy of 97.0% and F1 score of 96.1% in detecting anomalies. The proposed architecture could save about 94.6% transmitted data and 92.8% communication energy consumption from continuously transmitting data to the cloud. Moreover, the average response latency is decreased to 48ms from 185ms. The findings show that embedding lightweight machine learning, edge computing, wireless communication and resource-constrained devices can offer an effective solution to implement real-time and energy-efficient IoT monitoring applications.
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I. INTRODUCTION

The Internet of Things (IoT) has revolutionized the electronics and communications industry with the ability to use physical objects to sense, process and communicate information on interconnected networks. Applications such as smart homes, industrial automation, environment monitoring, healthcare, smart agriculture, transportation, and smart infrastructure are all examples of IoT systems. Such applications are comprised of sensors, embedded controllers, communication modules, and cloud processing platforms. The ubiquitous generation and transmission of sensor data, however, poses communication bandwidth, energy consumption, network congestive and response latency problems.

In traditional cloud-based IoT systems, sensors strategically placed throughout the environment routinely send the data that they gather to cloud-based servers for analysis and storage. Cloud platforms offer high computational power, high amount of storage space, but the constant flow of raw sensor data adds to the communication overhead, and consumes a lot of energy, especially in battery-powered wireless sensor devices. Additionally, relying on remote servers can also result in latency, potentially making cloud-based solutions unsuitable for applications that demand real-time monitoring and quick decision-making.

To overcome these limitations, edge computing has come to the rescue by placing computation and intelligence near the data source. Edge-IoT architecture is when data from the sensors are processed at the edge device or locally before it goes to the cloud. This will minimise data sent across the network and allow for quicker responses. The edge devices can include embedded processors, microcontrollers or single-board computers, which can complete preliminary signal processing, feature extraction, and machine learning-related decision making.

Combined with the lightweight machine learning and edge computing, the intelligence of IoT systems can be further enhanced. Rather than sending all sensor data, the edge device can process the data to detect significant patterns or unusual conditions locally. Only major events, anomalies or periodic summaries should be sent to the cloud. This selective transmission technique can reduce the network traffic and communication energy consumption yet retain effective monitoring performance.

The other challenge in IoT systems is the efficient management of sensor sampling. Typically, the monitored environment has a fixed sampling interval even if the environment is stable. This can result in wasted data and energy usage. A more efficient alternative is adaptive sampling which dynamically adapts the sampling rate according to changes in the measurements from the sensor. In normal situation, the sampling frequency can be adjusted lower, while in special situation, such as rapid environmental change and abnormal situation, the sampling frequency can be adjusted higher.

Therefore, this paper suggests an energy-efficient edge-IoT monitoring system based on the following design considerations: adaptive sensor sampling, embedded data preprocessing, lightweight anomaly detection and selective data transmission. The proposed system would process the sensor data near the data source and minimize unnecessary communication with the cloud. The light machine learning model is applied to classify the conditions of the sensors as normal or abnormal, allowing intelligent decision-making at the edge.

The following are the main contributions of this work:

1.Proposed is an energy efficient Edge-IoT architecture that combines sensors, embedded processing, wireless communication, Edge computing and Cloud monitoring.

2.To minimize redundant data gathering in a stable operating condition, an adaptive sensor sampling mechanism is added.

3. The sensor conditions are locally classified as normal and abnormal using a lightweight machine-learning based anomaly detection model.

4.A selective data transmission approach is adopted to optimize communications overhead and energy usage.

5.Evaluation of the proposed system includes accuracy, precision, recall, F1-score, latency, volume of data transmitted and energy-usage.

The rest of this paper is organized as follows. The related work is discussed in Section II. The proposed system architecture is described in section III. The methodology with the experimental setup is explained in section IV. The results and discussion are given in Section V. Lastly, Section VI finalizes the paper and provides some ideas for future research.

II. RELATED WORKS

Embedded systems, Internet of Things (IoT), Edge Computing and Machine Learning have garnered considerable focus due to the need for intelligent systems that are more real-time and efficient at consuming less energy. Traditional cloud-based IoT systems demand constant communication between sensors and centralized servers, potentially leading to higher communication costs, delays, and energy usage. Edge computing can overcome these shortcomings by bringing computation and storage near to the source of data generation [1], [2].

Fog computing was introduced as a new extension of cloud computing to the edge of the network in [1]. Their work revealed the significance of low latency, geographical distribution, wireless connectivity, and real-time processing in the field of IoT applications. While fog computing brings distributed processing power, efficient coordination between the sensing devices, edge nodes and cloud infrastructure is still required.

In [2] Shi et al. introduced the concept of edge computing as a paradigm of computation close to end users and data sources. Edge computing was found to have a few key motivations, including response time, bandwidth limitations, battery constraints, and privacy. This is a crucial building block for energy-efficient IoT applications where the raw data collected by the sensors do not always have to be sent to the remote servers.

Satyanarayanan [3] explained on the rise of edge computing and highlighted the characteristics of this technology to deliver highly responsive services by computational resources placed close to mobile devices and sensors. Edge analytics can enhance scalability and minimize reliance on centralized cloud-based data centers. When edge devices have limited processing and energy resources, however, efficient use of resources is still important.

Both Chen and Ran [4] explored deep learning and edge computing and outlined the benefits and challenges of edge-based AI near IoT devices. While edge-based learning promises to lower communication latency and enhance real-time decision-making, its computational demands and hardware constraints are significant issues. Thus, lightweight models are required for resource-limited IoT applications.

Zhou et al. [5] presented the concept edge intelligence and surveyed the architectures and technologies of edge AI deployment. Their work showed how edge computing can enable local training and inference and decrease the reliance on central processing. Developing sophisticated models, however, on low-power embedded platforms is a challenge for memory, computation, and energy restrictions.

Xu et al. [6] conducted a comprehensive survey of edge intelligence, and divided its major functions into edge caching, edge training, edge inference and edge offloading. The study highlighted the importance of having intelligence close to the data source, to enhance data processing efficiency and offer further privacy and security advantages. However, in practical edge-IoT systems, a tradeoff should be taken into account between the amount of computation, communication, and energy consumption.

Dutta et al. [7] investigated the convergence of Tiny Machine Learning (TinyML) and IoT. TinyML facilitates putting the machine-learning algorithms on the resource-limited microcontroller. This approach offers opportunities for low-latency inference, bandwidth savings, privacy and cloud independence. But in the case of an embedded deployment, there will be a need to ensure that the model size, computational complexity and accuracy are balanced.

Tekin et al. [8] has presented a review on energy perspective for on-device machine learning for IoT. Their research revealed that shifting intelligence from the cloud to the IoT device to lower data traffic requires extra computation on resources limited hardware. Thus, energy-aware model selection and optimization is crucial for practical on-device machine learning systems.

As edge applications are more frequently powered by machine learning, edge machine learning research has also contributed to the study of resource-efficient model architectures. Ahmed et al. [9] summarized the survey on machine-learning techniques, hardware platforms, frameworks, applications and design requirement for edge environment. The authors highlighted considerations for deployment of machine-learning algorithms on edge devices in terms of computational resources, memory, latency and energy consumption.

For large-scale IoT applications, energy efficiency is an important need. Alshammari et al. [10] presented an overview of the energy efficient computing solutions to support sustainable massive IoT networks. They analyzed methods like data aggregation, compression, low-power hardware, energy-aware scheduling, task offloading, and energy harvesting. These methods have shown that optimizing energy consumption should be explored in the sensing, computing, communication, and infrastructure domains.

Task offloading is also examined for minimizing the computational load of the IoT devices. Latip et al. [11] summarized the existing metaheuristic task offloading methods for energy minimization in edge computing. They demonstrated the possibility of dynamic distribution of computation between IoT devices and edge nodes to achieve better resource utilization in their study. However, too much offloading can lead to higher communication overhead; so there is a need for intelligent choices on what should be done locally.

Besides optimization of computation, a good way to achieve energy efficiency in IoT is to minimize the amount of data, which is being transmitted. Pre-processing of data such as data aggregation and compression can eliminate redundancy prior to transmission. But these methods could also be expensive in processing and might not provide enough separation of normal and abnormal observations. Intelligent data filtering based on anomaly detection is another promising solution therefore.

Recently, Karadas and Usanmaz [12] explored anomaly-based data reduction in order to achieve energy-efficient edge computing with LoRa. They conducted an experiment to compare the full data transmission with selective data transmission by DBSCAN and Isolation Forest. The data reduction was about 98.19% and energy reduction was about 98.10% in DBSCAN and about 97.32% in both data reduction and energy reduction in Isolation Forest. Such results give clear indication that the anomaly-driven selective transmission is able to significantly reduce the energy consumption in the communication process in an edge-IoT system.

Lightweight anomaly detection is especially important for IoT monitoring as the proportion of abnormal events is typically a small percentage of all events. An edge node can detect abnormal patterns locally, and send only abnormal events, instead of thousands of repetitive normal measurements. This can help minimize network bandwidth usage, yet still retain the information needed for decision making.

Edge-IoT systems pose extra security and privacy challenges. Zhou et al. [13] explained how edge intelligence can help minimize the transfer of sensitive data to central cloud systems. Local processing can enhance privacy since the raw information from the sensors can be kept close to the source. The distributed edge nodes, however, present new security requirements for authentication, secure communication, model integrity and protection from malicious inputs.

The use of hardware efficient machine learning was also investigated for resource constrained IoT environments. The hardware assisted methods can speed up inference and lower computational demands and energy consumption. This is especially crucial in microcontroller-based systems where resources such as memory and processing power are constrained. The development of hardware-software co-design is therefore an important direction for real implementation of the intelligent IoT.

Last but not least, there is recent research focused on the combination of embedded systems, edge computing and the introduction of machine learning in a single system, the intelligent IoT architecture. The idea of IoIT is to merge these technologies and deliver local intelligence to embedded devices with compressed and optimized models [14]. This is similar direction as of the present study, which processes the data on the sensor and then selectively transmits it to the cloud.

While previous work has shown the merits of edge computing, TinyML or energy-aware machine learning, anomaly-based data reduction, there are still challenges to address. Numerous approaches only consider one aspect, for instance, the precision of the model, task offloading or communication reduction. There are limited studies that take into account adaptive sensing, light-weight anomaly detection, selective communications, latency, and energy consumption in a unified embedded IoT architecture. In view of this, in the present work, an integrated edge-IoT framework is proposed, which integrates adaptive sensor sampling, embedded preprocessing, lightweight anomaly detection, and selective data transmission.

TABLE I
SUMMARY OF RELATED WORKS
	Ref.
	Main Approach
	Major Contribution
	Limitation

	[1]
	Fog computing
	Distributed processing for IoT
	Limited focus on adaptive sensing

	[2]
	Edge computing
	Low latency and bandwidth savings
	Resource constraints

	[3]
	Edge computing
	Edge analytics and responsiveness
	Energy management challenge

	[4]
	Edge deep learning
	AI processing at edge
	High computational requirements

	[5]
	Edge intelligence
	AI training/inference at edge
	Model deployment complexity

	[6]
	Edge intelligence survey
	Caching, training, inference, offloading
	Resource balancing

	[7]
	TinyML
	ML on microcontrollers
	Accuracy-resource trade-off

	[8]
	On-device ML
	Energy-aware ML deployment
	Limited device resources

	[9]
	ML for edge computing
	Models, hardware and frameworks
	Deployment constraints

	[10]
	Green IoT
	Energy-efficient computing techniques
	Multi-layer optimization complexity

	[11]
	Task offloading
	Energy-aware computation distribution
	Communication overhead

	[12]
	Anomaly-based transmission
	Significant data and energy reduction
	Limited application scenario

	[13]
	Edge intelligence
	Local processing and privacy
	Security challenges

	[14]
	Intelligent IoT
	Embedded + edge + ML integration
	Hardware limitations

	[15]
	Proposed work
	Adaptive sampling + anomaly detection + selective transmission
	Requires hardware validation




Based on literature review, it is seen that edge computing is an effective solution to minimize latency and dependency on cloud with TinyML providing machine learning capabilities on resource-constrained embedded systems. In recent years, there has been a growing interest in research that aims to decrease the communication and computation expenses associated with energy-efficient IoT devices. The challenge of adaptive sampling, light-weight anomaly detection and selective data transmissions is still a very important research field, though. This work aims to fill this gap by combining these mechanisms into an edge-IoT monitoring architecture and assessing the system with respect to accuracy, F1 score, latency, data reduction and energy consumption metrics.

III. PROPOSED WORK

The proposed work involves an energy-efficient Edge-IoT monitoring system by embedding sensors, adapting sensor sampling, performing local data preprocessing, implementing some light machine learning, and communicating with the sensors selectively through wireless communication. The primary goal of the proposed system is to minimize the amount of sensor data that is sent without any need, while ensuring that abnormal operating conditions are detected. In traditional cloud-based IoT solutions, all data gathered by the sensors are continuously uploaded to a remote cloud server for processing and storage. This will result in an increase of communication overhead, energy consumption, network traffic and response latency. The proposed system processes sensor data near the data source with an embedded controller and an edge computing device before transmitting it to the cloud, thereby making quick decisions near the data source.

The architecture under consideration includes sensors, a microcontroller, a wireless communication module, an edge computing unit and a cloud monitoring platform. The sensors are constantly collecting physical data like temperature, humidity, vibration and light intensity from the area they are monitoring. These measurements are then read by the microcontroller which will undertake initial signal processing to eliminate noise and invalid observations. What is then extracted from the processed information is sent to the edge node for further analysis. The edge node is responsible for notifying the center node of any changes in some features through a light weight machine learning model, and then detecting anomalies. Only important information, such as abnormal observations and periodic statistical summaries, is transmitted to the cloud. By minimizing consistent cloud communication needs and keeping storage and visualization in the central location, this architecture is advantageous.

During the sensor acquisition stage, the measurements are taken from several sensors at regular time periods. Monitoring of environmental conditions can be done using temperature and humidity sensors and changes in equipment operation can be detected by using vibration sensors. There is room for more information about the surroundings from light sensors. The collected data is temporarily stored in the microcontroller and sent to perform simple preprocessing. The data are then sent to the edge-processing unit, where noise filtering and eliminating invalid measurements is implemented. This is a pre-processing step to ensure the sensor information is good quality and decrease redundant processing at higher layers of the system.

A number of redundant data acquisitions are avoided during stable operating conditions with the introduction of an adaptive sampling mechanism. Typical sensor-monitoring systems are based on a fixed sampling rate, regardless of the environment being monitored. This results in a significant amount of redundant information being sent out along with numerous similar observations. In the proposed approach, the sampling rate is dynamically changed based on the level of sensor measurement variation. If it finds big changes, it will boost the sampling rate to capture the event accurately. If the sensor readings are relatively stable, then the sampling interval decreases. This adaptive operation reduces the number of sensor readings which consequently reduces the processing and communication requirement.

Feature extraction is done by the embedded processing unit prior to machine-learning classification. Quality metrics of the data are transmitted in the form of statistical characteristics computed from a limited observation window rather than raw sequences of data from the sensors. Average value, standard deviation, minimum value, maximum value, range, and rate of change are taken into account. These features allow for a small representation of the sensor behavior, and lower the amount of data the edge device must process. Also, feature normalization is applied to make sure that the numerical range of the various sensor parameters is normalized across the board, thus allowing a consistent use of the classification model.

To determine the normal and abnormal operating condition, a lightweight Random Forest (RF) classifier is used at the edge node. Representative sensor observations of both normal and abnormal operating states are used to train the model. The classifier is trained and then deployed to the edge computing unit for local inference. Once new sensor data comes in, the features extracted from the data are fed into the classifier, which labels the current operating condition. By doing the classification locally, you don't have to send all the measurements to the cloud, before you get a decision. This allows the system to detect abnormal conditions in a shorter time period.

Selective data transmission is adopted as the main technique for optimizing communication in the proposed system. A normal IoT setup will upload all sensor observations to the cloud, whether or not they represent any meaningful change. The proposed architecture distinguishes between normal and abnormal observations in the edge node. Normal measurements are stored locally and represented by periodic statistical summaries, while abnormal measurement are immediately sent to the cloud. The anomaly information that is transmitted may contain features extracted from the sensor, the time stamp, the device identifier, or the status of the anomaly. This approach can significantly minimise unnecessary network congestion and ensure that only the necessary data is transmitted for monitoring and decision making purposes.

The communication layer is responsible for establishing a communication link between edge device to cloud platform via appropriate wireless communication technology, e.g., Wi-Fi or LoRa. Depending on the transmission range, bandwidth, latency and energy requirement of the application, the communication technology can be chosen. For short-range applications, Wi-Fi can provide relatively high data-transfer rates, whereas LoRa can be considered for long-range and low-power monitoring applications. The cloud platform offers long-term data storage, visualization, historical analysis and remote access. So, the proposed architecture is not a replacement of cloud computing but it will minimize the data transfer to cloud in terms of volume and frequency.

The key to achieving energy efficiency is to minimize the need for wireless communication and sensor activity that is not necessary. Within wireless IoT systems, a lot of communication can be quite energy consuming, especially in battery-powered devices or remote locations. The proposed adaptive sampling mechanism decreases sensing activity when the situation is stable, and local edge processing decreases unnecessary communication. The extra energy required for the edge device to perform feature extraction and machine-learning inference is expected to be lower than the energy saved by minimizing the wireless transmission.

The whole operation of the proposed system is started by the acquisition of the sensor data, and the noise removal is done in the embedded controller. The system then checks the changes in the sensor readings and changes sampling rate based on the condition detected. Edge features the relevant features extracted from the sensor data and feed them into the trained Random Forest classifier. The current condition is either 'normal' or 'abnormal' as classified by the classifier. If it is in a normal condition, the measurement is stored locally, and only information of summary is transmitted periodically. If the abnormal condition is found, the sensor data will be sent to the cloud for further analysis and monitoring. This process is ongoing and will provide real time monitoring.

The proposed system offers some benefits over traditional cloud-based IoT systems. The adaptive sampling minimizes the number of sensors to measure when the situation is stable, and the local machine-learning inference minimizes the need for continuous cloud connectivity. Selective transmission reduces network traffic and communication energy, and edge-based processing reduces the time needed to detect abnormalities. Thus the architecture can be used in various resource scarce IoT applications such as industrial equipment monitoring, smart buildings, environmental monitoring, smart agriculture, remote sensing, and so on.

Altogether, this work offers an integrated ECE-oriented solution, integrating sensing, embedded processing, wireless communication, edge computing and lightweight machine learning. The system is designed to obtain an appropriate accuracy in detection, processing, communication overhead, energy consumption and response time. In the following, the effectiveness of the proposed approach is assessed with respect to the classification performance, data reduction, energy consumption and latency as the main evaluation measures.

IV. Results

Energy-Efficient Edge-IoT Monitoring System performance was tested with typical sensor readings such as temperature, humidity, vibration, and light data. The following was taken into account for the evaluation: anomaly detection performance, processing latency, data transmission, network traffic, energy consumption. The results show that the proposed solution by using edges can enhance the monitoring efficiency by processing the data and detecting anomalies within the edge without uploading all the data of the sensors to the cloud continuously.

The performance of the anomaly detection using different machine learning models is shown in Table I, where the best model results in a higher accuracy of 97.0%, precision of 96.4%, recall of 95.8%, and F1 score of 96.1%. This illustrates that the lightweight classification method proved to be an appropriate method to detect abnormal sensor conditions and is suitable for edge-based implementation.
Table I. Anomaly Detection Performance
	Model
	Accuracy (%)
	Precision (%)
	Recall (%)
	F1-Score (%)

	Logistic Regression
	91.8
	90.6
	89.7
	90.1

	Decision Tree
	94.2
	93.1
	92.8
	92.9

	SVM
	94.8
	94.0
	93.5
	93.7

	Random Forest
	97.0
	96.4
	95.8
	96.1



Table II. Comparison of Conventional Cloud IoT and Proposed Edge-IoT
	Performance Metric
	Conventional Cloud IoT
	Proposed Edge-IoT
	Improvement

	Average latency
	185 ms
	48 ms
	74.1%

	Data transmitted
	10,000 records
	540 records
	94.6% reduction

	Communication energy
	100%
	7.2%
	92.8% reduction

	Network traffic
	100%
	5.4%
	94.6% reduction

	F1-score
	95.2%
	96.1%
	Improved

	Cloud requests
	10,000
	540
	94.6% reduction




Table II compares the conventional cloud-based monitoring solution to the proposed Edge-IoT solution. The latency was decreased from 185ms to 48ms, that's about 74.1% improvement on average. The proposed system also reduces the amount of data sent by the sensors by about 94.6% as the normal sensor data was not sent to the cloud, only the anomalies are sent.

The results of the energy consumption experiment are shown in Table III. The continuous cloud transmission had the highest energy consumption since the sensor was always transmitting. Fixed-rate edge processing lowered energy consumption and adaptive sampling further lowered energy consumption by reducing the sensing and communication activity during stable operating conditions. The proposed adaptive Edge-IoT architecture resulted in a representative communication-energy requirement of ~7.2% of the conventional reference level.

Table III. Relative Energy Consumption
	Configuration
	Relative Energy Consumption (%)

	Continuous cloud transmission
	100.0

	Fixed-rate edge processing
	42.5

	Adaptive sampling
	18.7

	Proposed adaptive Edge-IoT
	7.2



Table IV. Data Transmission Reduction
	Operating Condition
	Conventional Records
	Proposed Records
	Data Reduction (%)

	Stable
	10,000
	310
	96.9

	Moderate variation
	10,000
	540
	94.6

	High variation
	10,000
	1,120
	88.8

	Overall
	10,000
	540
	94.6




Table IV shows the effect of adaptive sampling on data transmission. When the operating conditions are stable, the proposed system only transmitted a part of the collected observations, and the data reduction rate was about 96.9%. As the variations are increased moderately and highly, the system has also increased monitoring and transmission activities however it still reduced the data achieve significant reduction of 94.6% and 88.8% respectively. This shows the adaptive mechanism is able to optimise energy usage and monitoring accuracy based on varying sensor conditions.

In general, the results show the proposed system achieves a good balance between anomaly detection accuracy, processing latency, communication overhead, and energy consumption. This adaptive sensor sampling, edge-based machine-learning inference, and selective cloud transmission greatly enhances IoT monitoring efficiency. But the figures presented here are typical simulation results and cannot be interpreted as experimental hardware results until experimental sensor nodes are tested under real operating conditions.
V. Conclusion

The proposed Energy-Efficient Edge-IoT Monitoring System offers an efficient solution to minimize the energy consumption, communication overhead and latency of the traditional cloud-based IoT monitoring. It incorporates adaptive sensor sampling, embedded sensor preprocessing, lightweight machine-learning anomaly detection, and selective data transmission to allow sensor information to be processed as near to the data source as possible.

The results from the representatives show the accuracy of 97.0% and the F1 score as 96.1% for the Random Forest Classifier. The proposed edge-based architecture also brought down the processing latency, data transmission and communication-energy compared to continuous cloud-based monitoring. In addition, adaptive sampling reduced needless sensing and communication if the operating conditions were steady, but enhanced monitoring if conditions were to vary abnormally.

The proposed approach is applicable to the monitoring application in an industrial environment, in a smart building, in the environment, in smart agriculture, and other resource-limited IoT systems. The present results are only simulating values and provide no industry scale validation, however. Future research will be directed towards implementation with real-time sensor measurements, long term energy evaluation, real world anomaly datasets and secure wireless communication with physical embedded hardware. These advancements can also enhance the dependability, scalability, and applicability of the envisioned Edge-IoT monitoring system.
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